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ABSTRACT 



An electronic wallet includes memory for storing at 
least a balance corresponding to an account in a finan- 
cial institution, and a selective call receiver for receiv- 
ing a wireless message transmitted from a remote trans- 
mitter, the wireless message including financial infor - 
mation relating to the balance for confirming a financial 
transaction witn me tmanckl instituti on. A controller, 
coupled to the memory and to the receiver, can update 
the balance in the memory in response to the wireless 
message. 

communication system enters financial transactions into 
the communication system from one of a plurality of 
associated portable data devices, and updates the finan- 
cial transactions from the communication system to the 
one and to at least a second of the plurality of associated 
portable data devices via wireless message communica- 
tion from at least one remote transmitter. 

38 Claims, 15 Drawing Sheets 
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number and expiration date), and complete the check 
ELECTRONIC WALLET purchase transaction as discussed earlier for the cash 

purchase transaction. Alternatively, by using a financial 
This is a continuation of application Ser. No. 632,714, card (e.g., a credit card) a financial card transaction is 
filed Dec. 24, 1990 and now abandoned. 5 substantially more complicated, as will be discussed 

FIELD OF THE INVENTION Jn ^ fmancia] ^ transaction, the individual must 
^ This invention relates generally to portable commu- usually select and present one of many financial cards 
nication devices capable of communicating financial that are necessarily carried on one's person. A point of 
information, and including but not limited to those por- 10 sale (POS) terminal usually reads the financial card for 
table communication devices capable of selective call financial information and additionally receives key- 
communication of messages that may include financial board entry of a purchase price and associated informa- 
information, and further capable of storing and updat- tion. The POS terminal then normally auto-dials a cen- 
ing at least one of the financial information and a bal- tral financial computer to verify an identification code 
once. 15 and an allowable credit limit. Upon approval, a balance 

BACKGROUND OF THE INVENTION ^f^TL^X^^ 
In today's world of financing and personal money transaction with a signature on a paper receipt, copies 
management, convenience and time are extremely valu- of which are divided among the individual, the estab- 
able commodities. Contemporary financial comminica- 20 lishment, and a central financial institution (e.g.; Master- 
tion systems significantly improve accessibility to finan- Card or Visa). A financial card transaction, therefore, 
cial information and substantially facilitate financial allows the convenience of carrying minimal amounts of 
transactions. However, a number of unfortunate limita- cash, however at the expense of a more complicated 
tions reduce the potential convenience and time effi- financial transaction and an additional processing fee 
ciency for a user of these financial communication sys- 25 for the financial service provided, 
terns. In the cash transaction, the individual normally re- 

Conventional financial communication systems typi- ceives a paper receipt and must perform additional steps 
cally receive financial information (e.g., a request for a to collect and record the financial information associ- 
financial transaction) from an individual using a dedi- ated with the transaction. Usually, the individual manu- 
cated terminal device (e.g., an Automatic Teller Ma- 30 ally transfers the financial information from the paper 
chine (ATM), a point of sale (POS) terminal, or a video receipt to a financial log or diary, 
display terminal (VDT) connected to a central financial Unfortunately, the check transaction additionally 
computer). In the aforementioned devices, a user of the requires maintaining a paper trail for an extended time 
dedicated terminal communicates a request for a finan- period. Typically, the check is honored by the establish- 
cial transaction via direct wireline and/or modem com- 35 ment with little or no verification of the funds actually 
munication. Furthermore, the user is normally required being available at a financial institution (e.g., a bank), 
to be physically present at the terminal device to initiate Consequently, a paper trail must be maintained both by 
a financial transaction. Unfortunately, the terminal de- the individual and the establishment for at least until the 
vice is normally located at a fixed site, such as a banking financial institution honors the check (i.e., a check float 
facility. Also, the financial information is typically 40 period). This float period tends to be confusing, and 
maintained electronically within the financial communi- with multiple checks written increases the probability 
cation system, and usually only a paper receipt is pro- of an error by the individual (i.e., typically in not main- 
vided to the user. taming proper account of a checkbook balance) leading 

— For example, an individual desiring to withdraw a to a check not honored by the financial institution (i.e., 
sum of money from a bank account is usually required 45 a check written on an overdrawn bank account). In 
to physically commute to a banking facility or to an such a case, the establishment must find the individual 
ATM to perform the financial transaction. Also, the and retrieve the cash due (i.e., usually including a pen- 
individual is typically required to present a correspond- alty fee). 

ing ATM financial card for identification. Conse- In the case of the financial card transaction, the con- 
quently, a financial card for each financial institution 50 summation of the financial transaction is normally more 
must normally be carried on one's person at all times. complicated and requires additional parties (e.g., the 
Lastly, after the transaction is consummated, the infor- central financial institution) immediately in the transac- 
mation is typically maintained electronically at the tion. The communication of financial information be- 
banking facility and only a paper receipt is provided to tween the establishment, the individual, and the finan- 
the individual. Hence, at least one additional step is 55 cial institution typically requires a number of steps to 
required for the individual to manually transfer the close the financial card transaction, 
financial information (i.e., an update to a balance) to a Additionally, the financial information is only main- 
financial log or diary (e.g., one normally included with tained electronically at the financial institution. Hence, 
a check book). a redundant paper trail is required to record and main- 

In a second example, to execute a purchase the indi- 60 tain the financial information with all parties to the 
vidual normally surrenders some form of money (e.g., financial card transaction. 

cash, check, or financial card) in exchange for goods or Lastly, the individual making the purchase must man- 
service. At the point of sale, the individual may present ually transfer the financial information to a financial log 
cash in exchange for a merchandise and receive a paper or diary, thereby maintaining a personal account (i.e., a 
receipt for the transaction. In the case of a check trans- 65 balance) of all transpired financial card transactions, 
action, an establishment may honor a check, usually Similar to the check transaction, previously discussed, 
after collecting the individual's personal information an error by the individual while manually maintaining a 
(e.g., a driver's license number, and a financial card balance in a financial log or diary for each financial card 
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may result in exceeding a credit limit for a financial MTTrn nccpuTDTinw nc -run ™ au/twpc 

card, thereby including all associated consequences. BRIEF DESCRIPTION OF THE DRAWINGS 

Moreover, this situation is particularly problematic FIG. 1 is a perspective view of an electronic wallet in 

when multiple financial cards or multiple checkbooks accordance with an embodiment of the present inven- 

(i.e., with the same account identification information) 5 tion. 

are distributed between two or more individuals (e.g., FIGS. 2A and 2B comprise a block diagram of the 

between husband and wife, or between partners in a electronic wallet of FIG. 1. 

business). The concurrent use of the same financial card FIG. 3 is a block diagram of a communication system 

or checkbook account by many individuals may typi- in accordance with an embodiment of the present in ven- 

cally result in lost or untimely financial information 10 tion- 

maintained by at least one of the individuals, and conse- HG. 4 is a more detailed block diagram of the paging 

quently result in an exceeded financial card credit limit terminal of FIG. 3. 

or a bounced check. FIGS. 5A thru 5E are a number of block diagrams 

In a third example, an individual purchasing groceries depicting exemplary transactions for the communica- 

at a supermarket is currently required to push a cart 15 . tion system of tie present invention, 

through many aisles stocked with grocery items. Selec- FIGS. 6A thru 6D comprise a flow diagram for a 

tion of items and comparison of alternatives is per- controller of the electronic wallet, in accordance with 

formed manually, and usually while standing at a shelf tne present invention. 

in the supermarket. If a product is not present at the 20 FIG. 7 t* 1 ™ FIG - 12 "* flow diagrams illustrating a 

shelf, possibly due to stocking space limitations, the number of operations of the communication system of 

product is not considered. Additionally, the comparison 3 - 

of product attributes in executing a selection to initiate DESCRIPTION OF A PREFERRED 

a purchase transaction (e.g., prices, nutritional content, EMBODIMENT 

etc. . . . ) must normally be performed manually by 25 

reading the product labels, the supermarket labels, and Satisfying consumer demand for convenience and 

mentally calculating the differences between alternative timeliness in dealing with financial transactions may be 

products. Very little assistance is provided the individ- accomplished with an electronic wallet. A user of such 

ual in performing the purchase transaction, other than 411 electroni c wallet, in its embodiments, may be capable 

stocking the items on the supermarket shelves. Lastly, 30 of successfu »y initiating and confirming a financial 

the loaded shopping cart must usually be pushed around transaction in a timely fashion. Further, by maintaining 

the entire supermarket and subsequently stand in line Personal financial information readily accessible to the 

waiting for a cashier to tally up the total bill. After the ^ ±e elcctronic wallet enhances the user's conve- 

cashier provides a total due, the individual consum- mence whUe Perf°™*nS the financial transaction, as 

mates the purchase transaction by providing the proper 35 wm be more fuUv discussed below, 

monetary exchange for the groceries (e.g., cash, check, . Refer ™g to FIG. 1, a perspective view of a commu- 

or financial card). The individual then faces all the nication device (e.g., an electronic wallet) 100 is shown, 

similar limitations and hindrances presented in the sec- m accordance Wlth an embodiment of the present inven- 

ond example above tl0n ' Sucn 811 e l ectromc wallet 100 preferably comprises 

Therefore, it is unfortunate that no contemporary 40 a ***** call receiver (not shown) capable of receiv- 

device is capable of effectively dealing with the afore- m f a wireless message for communicating financial 

mentioned encumbrances to financial communication ™ form ? tIOn ™* a 1 f entral fl fmanciaI f ^ m P uter < not 

systems shown), as will be subsequently more fully discussed. 

Such a wireless message may be communicated via a 

SUMMARY OF THE INVENTION 45 communication system (not shown) comprising wireless 

T „ ^ 0 „- n . ^ M r - . . . . communication means (i.e., other than an electronic 

In carrying out one form of this invention, there is ■ W1 _ , \. , . . v 

~r~ t ;A-A * • 11 * . . . signal through wire or other physical coupling means), 

provided an electronic wallet, comprising storing -J? * 1 ■ • „• 

„ OOBP , ct of n u , v s oiviuis The wireless communication means may comprise radio 

means for storing at least a balance corresponding o an freque (Rp) cominumcation, microwave Vommuni- 

account m a financial institution, selective call receiving ^ ( J communication), optical communi- 

means for receiving a wireless message transmitted ^ (e * ( aR) ^nnnuAJion), and ultra- 

irom a remote transmitter, tne wireless message includ- commutation. Therefore, a message communi- 

ing financial information relating to the balance for M via ^ e ^ess communication means may be 

confirming a financial transaction with the financial considered a wireless message, 

institution, and updating means, coupled to the storing „ In one embodiment of the present invention, the elec- 

means and to the receiving means, for updating the ^nic wa iiet 100 further comprises user input controls 

balance in the storing means in response to the wireless ( e . gt) a keyboard 102, function keys 104, and buttons 

message. 106) for receiving user input data and commands, and a 

In another aspect of the present-invention, a commu- display (e.g., a liquid crystal display) 108 for displaying 

nication system comprises means for entering a financial information to a user of the electronic wallet 100. Also, 

transaction, frtq f hp r^rnmnmcation system from one of three means for indicating to the user of the device are 

a _ plurality of associated portable data devices, and provided: an audible alert indicator (e.g., a speaker or a 

means_for_updating the financial transaction from the transducer) 110, a visual alert indicator (e.g., a lamp 

communication system to, thp nnp, n f fop plurality r»f 112, a light emitting diode 114, or an icon representation 

nssonatpd pnrtnhlr data rfrvirrs and to at least a second 65 on the display 108), and a tactile alert indicator such as 

portable data device of the plurality of associated porta- a vibrator (not shown). The tactile alert indicator is 

ble data devices via wireless message communication capable of silently alerting a user of the electromc wal- 

from at least one remote transmitter. let 100. 
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Further, this embodiment of the present invention a representation of a financial information from the 

comprises a bar code reading device (e.g., an optical electronic wallet 100 to a financial card (e.g., a universal 

wand 116 coupled to the electronic wallet 100 for read- financial card 130) using known standards (e.g., ANSI 

ing bar code information in a known way) to conve- X4. 16-1983 "American National Standard for Financial 

niently capture bar code information into the electronic 5 Services— Financial Transaction Cards— Magnetic 

wallet 100, The electronic wallet 100 may indicate to Stripe Encoding") and known techniques. Similarly, 

the user the status of reading a bar code symbol by using the electronic wallet 100 may indicate to the user the 

one or more of the aforementioned means for indicat- status of writing a financial card by using one or more of 

ing. A bar code is a self-contained message with infor- the aforementioned means for indicating, 
mation encoded in the widths of bars and spaces in a 10 Consequently, by reading all of one's personal finan- 

printed pattern. The bar code information is normally rial cards 126 into the electronic wallet and selectively 

read by sweeping a small spot of light across the printed writing financial information to the universal financial 

bar code symbol. The most widely used bar code format card 130, efficient use of space in the wallet 100 may 

is the Universal Product Code (UPC), which is a subset result (Le„ since only one universal financial card 130 

of the European Article Numbering (EAN) or World 15 may be carried with the electronic wallet 100 to effect 

Product Code (WPC). This bar code format is used financial transactions). Additionally, the financial infor- 

internationally to identify retail food products and gen- mation from multiple financial cards may be better or- 

eral merchandise. Particularly in contemporary super- ganized and secured in one place (i.e., within the elec- 

markets, reading the UPC from products as part of tronic wallet 100). These and other advantages will be 

initiating a purchase transaction is a standard business 20 subsequently more fully discussed, 
practice. However, a number of bar coding standards Lastly, the electronic wallet 100 may be secured 

may be supported by the electronic wallet 100 (e.g., within a corresponding pocketbook or pouch (e.g., a 

Code 39, UPC/EAN, Standard 2 of 5, Interleaved 2 of leather wallet) 132 by securing straps (133A and 133B). 

5, and Codabar). Additionally, the universal financial card 130 may be 

Additionally, a printer (e.g., a conventional thermal 25 secured within a pocket 136 in the pocketbook 132. 
printer, or an impact printer) 118 is included in this Hence, the pocketbook 132 may be zippered (134) 
embodiment of the electronic wallet 100 for printing closed (i.e., by folding the two halves of the electronic 
checks 120 and other printed hardcopy. Although the wallet 100, coupled together at hinges 135A and 135B 
absolute elimination of paper in financial transactions and at flex circuits 140A and 140B), thereby providing 
may appear very attractive, it is expected that some 30 added security for all components during transport, 
financial transactions may nonetheless require a paper Preferably, a physical locking mechanism (e.g., a lock- 
check or voucher 120 (i.e., a paper trail). By printing a ing latch and key) 138 may be included with the pocket- 
check 120 directly from the electronic wallet 100, a user book 132 to physically secure access to the electronic 
of the device may be capable of reducing the amount of wallet 100 and io the universal financial card 130. In this 
manual entry and tabulation normally required with 35 way, only an authorized physical access to the financial 
conventional checkbooks. Consequently, the possibility information and the electronic wallet 100 may be al- 
for entry errors are substantially reduced. Lastly, by lowed. However, other security measures may further 
linking the transaction information printed on the check secure access to the financial information and to func- 
120 with the information stored in the electronic wallet tions of the electronic wallet 100, as will be more fully 
100, a check transaction may be automatically moni- 40 discussed below. 

tored, verified, and confirmed by the electronic wallet Referring to FIGS. 2A and 2B, a block diagram of 
100 with minimal effort by the user, as will be more the electronic wallet 100 of FIG. 1 is shown, according 
fully discussed below. to the present invention. The electronic wallet 100 is 
Furthermore, a financial card reader 122, such as a battery 201 powered and comprises a selective call 
magnetic card reader having a slot 124 capable of re- 45 receiver 200 (see FIG. 2A) that operates to receive a 
ceiving a financial card (e.g., a MasterCard or Visa signal via an antenna 202. A receiver 203 couples the 
card) 126, for reading a representation of a financial received signal to a demodulator 204, which recovers 
information from the financial card 126 is included. any information signal present using conventional tech- 
Such a financial card reader 122 may serve to read niques. The recovered information signal is coupled to 
financial information from most or all of one's personal 50 a controller 205 that interprets and decodes the recov- 
financial cards using known standards (e.g., ANSI ered information. In the preferred embodiment, the 
X4.16-1983 "American National Standard for Financial controller 205 may comprise a microprocessor having a 
Services— Financial Transaction Cards— Magnetic signal processor (decoder) implemented in both hard- 
Stripe Encoding") and known techniques. The elec- ware and software. 

tronic wallet 100 may indicate to the user the status of 55 The recovered information signal is checked by the 
reading a financial card by using one or more of the decoder, which implements the signal processor that 
aforementioned means for indicating. The financial correlates a recovered address (i.e., a recovered infor- 
information may subsequently be stored into the elec- mation signal comprising address information) with a 
tronic wallet 100. An exemplary communication system predetermined address stored in the selective call re- 
incorporating a financial card reader at a mobile radio- 60 ceiver's non-volatile memory 207. The non-volatile 
telephone unit is discussed in U.S. Pat No. 4,831,647, memory 207 typically includes a plurality of registers 
issued May 16, 1989, to D'Avello et al. and entitled for storing a plurality of configuration words that char- 
u Radiotelephone Credit Card Data Communications", acterize the operation of the selective call receiver 200 
which is assigned to the assignee of the present inven- and the electronic wallet 100. In determining the selec- 
tion and which is incorporated by reference herein. 65 tion of the selective call receiver 200, a correlation is 
In similar fashion, a financial card writer 128, such as performed between a predetermined address associated 
a magnetic card writer that may be collocated with the with the selective call receiver 200 and a received and 
magnetic card reader and slot 124, is capable of writing recovered address, preferably following a conventional 
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signalling protocol such as Post Office Code Standardi- 
sation Advisory Group (POCSAG) or Golay Sequen- 
tial Coding (GSC). When the addresses correlate, the 
controller 205 may store a received and recovered mes- 
sage (i.e., a wireless message that is coupled to the cor- 5 
related address information) to a memory 206. Addi- 
tionally in the preferred embodiment, the controller 205 
may comprise a timer module capable of maintaining 
time information. Consequently, the controller 205 may 
store time information in memory 206. Accordingly, a 10 
time stamp may be stored into memory 206 along with 
the received and recovered message information. 

Optionally, at least a portion of the message informa- 
tion format may be encrypted (i.e., enciphered) for 
security during communication of sensitive information 15 
(e.g., financial information used in a financial transac- 
tion). Consequently, the encrypted message information 
format may be decrypted (i.e., deciphered) using known 
standards (e.g., "Data Encryption Standard" (DES), 
FIPS PUB 46, Jan. 15, 1977, which is available from the 20 
U.S. Department of Commerce, or a next generation 
encryption standard available). The DES standard al- 
lows binary coded data to be cryptographically pro- 
tected using the DES algorithm in conjunction with a 
56 bit key. An authorized user of the encrypted message 25 
information must have the key that was used to enci- 
pher the data in order to use it. Hence, the encrypted 
message information is in an unintelligible form (i.e., 
called cipher), and can be recovered from cipher only 
by using exactly the same key used to encipher it. By 30 
having a unique key assigned to the electronic wallet 
100 within a financial communication system, the elec- 
tronic wallet 100 is capable of securely receiving and 
decrypting sensitive messages. The controller 205 may 
decrypt a received and recovered message (i.e., or at 35 
least a portion of the message) before storing informa- 
tion and/or updating a balance to memory 206. Alterna- 
tively, information may be stored and/or a balance may 
be updated to memory 206 in the encrypted form for 
added security, only being decrypted as needed. 40 

In accordance with the recovered information in- 
cluded with the message, and settings associated with 
the user input controls 209 (e.g., a keyboard 102, func- 
tion keys 104, and buttons 106) (see FIG. 1), the control- 
ler 205 may update financial information and/or update 45 
a balance in memory 206. Hence, the balance may be 
updated in response to the wireless message. Such a 
balance in memory 206 may partially or totally repre- 
sent a summary of transaction activity for an account at 
a financial institution. Therefore, the electronic wallet 50 
100 is capable of maintaining financial information that 
may include a balance summary of transaction activity 
for an account at a financial institution (e.g., a bank). 

Moreover, at least a portion of the stored information 
(e.g., the financial information and the balance) may 55 
preferably be in an encrypted form in memory 206, only 
being decrypted as needed. This enhances the security 
of the information stored in the electronic wallet 100. 
The unique key may be stored in non-volatile memory 
207. Only by applying the key with the decrypting 60 
algorithm may the encrypted information be available 
in a usable form. Hence, access to the stored informa- 
tion in the electronic wallet 100 may be controlled in a 
number of ways. First, a physical locking mechanism 
may be provided to limit physical access, as discussed 65 
earlier. Second, access to the electronic wallet 100 may 
be secured by requiring a password to be entered by a 
user before proceeding with functions of the device. 
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This password may be entered by a user via the user 
input controls 209 (e.g., the keyboard 102). Third, in the 
event of losing the electronic wallet 100, a user may 
arrange with an operator of the communication system 
to send an access control message to the electronic 
wallet 100. Once the electronic wallet 100 receives and 
decodes the access control message, an internal flag in 
non-volatile memory 207 may be set to completely 
lockout user access to functions of the electronic wallet 
100. Also, the unique key required for decryption may 
be erased in non-volatile memory 207. Therefore, at 
least a portion of the information stored in memory 206 
in encrypted form may remain secure. Upon recovering 
the lost electronic wallet 100, in the latter case, a user 
may return the device to the communication system 
operator to restore user access to functions of the elec- 
tronic wallet 100, and to restore the unique key to non- 
volatile memory 207. 

Further, the electronic wallet 100 typically may pres- 
ent at least a portion of the financial information and the 
balance, such as by a display 108, and usually may signal 
the user via any combination of an audible alert indica- 
tor 110, a tactile alert indicator 210, and a visual alert 
indicator 212 (e.g., a lamp 112, a light emitting diode 
114, or an icon representation on the display 108) (see 
FIG. 1) that a message has been received. The user may 
view at least a portion of the financial information and 
the balance presented on the display 108 by activating 
the appropriate input controls 209. Alternatively, the 
presentation of at least a portion of the financial infor- 
mation and the balance may be printed hardcopy using 
the printer 118, similarly activated with the appropriate 
input controls 209. 

A support circuit 208 preferably comprises a conven- 
tional signal multiplexing integrated circuit, a voltage 
regulator and control mechanism, a current regulator 
and control mechanism, environmental sensing cir- 
cuitry such as for light or temperature conditions, audio 
power amplifier circuitry, control interface circuitry, 
and display illumination circuitry. These elements are 
arranged to provide support for the functions of the 
electronic wallet 100 as may be requested by a user. 

Optionally, the electronic wallet 100 may be capable 
of transmitting a message including information relating 
to the balance using conventional techniques (e.g., RF 
communication, IR communication, and microwave 
communication). At least a portion of the message may 
preferably be encrypted before transmission using the 
aforementioned DES encryption standard or next gen- 
eration encryption standard available. A transmitter 
module 220 may comprise an encoder 222, a transmitter 
circuitry 224, and an antenna switch 226. The encoder 
222 encodes the message using conventional techniques, 
preferably according to a standard protocol (e.g., a 
cellular modem protocol). The encoding may accord- 
ingly result in an analog or a digital signal for subse- 
quent transmission. An address information that is nor- 
mally coupled with the message may select a receiver 
(not shown) for destination corresponding to a central 
financial institution (e.g., a bank) computer; Further, 
upon the controller 205 activating the antenna switch 
226, the transmitter circuitry 224 may transmit a trans- 
mit signal via the antenna 202, the transmit signal com- 
prising the encoded message and address information. 
An exemplary communication system incorporating 
selective call receivers (e.g„ paging receivers) that are 
capable of transmitting a message to a receiving paging 
terminal is discussed in U.S. Pat. No. 4,951,044, issued 
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Aug. 21, 1990, to Nelson et al. and entitled "Paging the aforementioned interfaces (304 or 310), in a known 
Terminal Apparatus with User Selectable Page For- way. Preferably, at least a portion of the message is in 
warding Capability and Methodology Therefor**, encrypted form for secure communication. Normally, 
which is assigned to the assignee of the present inven- the message is coupled to address information to iden- 
tion and which is incorporated by reference herein. 5 tify the destination for the message. The message may 
Some advantages of transmitting from the electronic subsequently be routed via either a local paging trans- 
wallet 100 a message that may include information relat- ceiver 312 or a remote paging transceiver 314, and 
ing to the balance will be subsequently more fully dis- received and decoded (322) by at least one selective call 
cussed. receiver 200 of an electronic wallet 100, using known 

Additionally, the electronic wallet 100 may prefera- 10 techniques. Additionally in some applications, commu- 
bly include telephone interface circuitry 230, a modem nication of the wireless message via the remote paging 
232, and a Dual Tone Multi-Frequency (DTMF) trans- transceiver 314 may comprise microwave communica- 
cciver 234 that are coupled to the controller 205. tion (e.g., satellite communication), using known tech- 
Hence, communication of financial information may niques. 

also be accomplished using modem communication 15 To select a plurality of selective call receivers for 
and/or DTMF tone communication via a telephone destination, the paging terminal 302 may internally map 
line, using known techniques. For example, DTMF (or the address information from the financial institution 
tone) communication may serve to dial a telephone computer system 306 to a group of addresses, each 
number for a central financial computer system. Subse- address selecting a selective call receiver 200. Conse- 
quently, DTMF and/or modem communication may be 20 quently, the paging system 300 may repeatedly transmit 
used to communicate the financial information (e.g., the message coupled to each and every address in the 
initiate financial transactions by sending messages). group. Alternatively, each and every selective call re- 
Therefore, a dial-up telephone line that is part of the ceiver 200 that is in a group may be responsive to the 
public switched telephone network (PSTN) may couple same "group'* addresss. Hence, all selective call receiv- 
messages between the electronic wallet 100 and a cen- 25 ers in a group may receive the one message coupled to 
tral financial computer system (not shown). the transmitted "group** address. The latter case may be 

Moreover, an optional computer interface 236 cou- more efficient in system throughput, since only one 
pled to the controller 205 (e.g., following RS-232 or address/message pair is normally transmitted. How- 
RS-422 serial computer interface standards) may inter- ever, the previous case provides considerable flexibility 
face the electronic wallet 100 directly with communica- 30 in configuring members into or out of a group, since the 
tion system terminal equipment (not shown). Conse- paging terminal 302 may be more accessible and easier 
quently, a user may communicate with a central finan- to configure than the plurality of electronic wallets 
cial computer system via a dedicated interface for the (100) that may be already distributed to users. There- 
communication system. Therefore, an electronic wallet fore, a financial institution may communicate a message 
100 may communicate messages and perform financial 35 (e.g., a message having information related to a financial 
transactions via the computer interface 236, as will be transaction) and update each of a plurality of selective 
more fully discussed below. Additionally, the electronic call receivers with the message, 
wallet 100 may communicate information with a per- Alternatively, the selective call receiver 200 may 
sonal computer (PC) or other personal organizer device encode and transmit (324) a message to the paging ter- 
via the computer interface 236. Consequently, a user 40 minal 302 via one of the paging transceivers (312 or 
may conveniently maintain current personal informa- 314). Preferably, at least a portion of the message may 
tion, financial information, and a balance summary of be encrypted for security. An address included with the 
account transactions in a PC or other organizer device, transmitted message may select the paging terminal 302 
updated from the electronic wallet 100 as necessary. as a destination, which decodes and stores the message 

Referring to FIG. 3, a block diagram of a communi- 45 at the paging terminal 302. Subsequently, the paging 
cation system (e.g., a paging system 300) is shown, in terminal 302 may couple the message to the financial 
accordance with an embodiment of the present inven- institution computer system 306 via the telephone com- 
tion. The paging system 300 may interface with a finan- pany equipment 308 or via the dedicated computer 
cial institution computer system 306 via telephone com- interface 310. Optionally, a second address may be in- 
pany equipment (e.g., the public switched telephone SO eluded with the message transmitted from the selective 
network (PSTN), or a private branch exchange (PBX)) call receiver 200. This second address may select a 
308. Typically, these types of telephone lines are dial-up financial institution computer system 306 for destination 
lines (i.e., where an originating party dials a telephone of the message. Consequently, the paging terminal 302 
number to connect to an answering party). On either may verify the optional second address, identify a cor- 
side of the telephone company equipment 308 may in- 55 responding telephone number, and forward the message 
corporate automatic telephone interfacing equipment to the selected financial institution computer system 306 
304. Such automatic interfacing equipment 304 may (i.e., by dialing-out through the PSTN 308). Therefore, 
allow automatic dial-in/dial-out communication, as will a communication system (e.g., a paging system 300) 
be subsequently more fully discussed. However, a dedi- may be capable of servicing a plurality of financial insti- 
cated computer interface 310 between the financial 60 tutions. And, each financial institution computer system 
institution computer system 306 and the paging terminal 306 may be capable of communicating messages with at 
302 may provide a higher level of security and reliabil- least one electronic wallet 100, as will be more fully 
ity. Such an interface may comprise dedicated lines and discussed below. 

interfacing circuitry 310 following a serial RS-232 or Referring to FIG. 4, a more detailed block diagram of 
RS-422 standard, or another conventional computer 65 the paging terminal 302 of FIG. 3 is shown, according 
interfacing protocol. to the present invention. The automatic telephone inter- 

The paging terminal 302 may receive a message from face 304 is capable of automatically receiving messages 
the financial institution computer system 306 via one of (i.e., page requests) from a financial institution com- 
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puter system via telephone company equipment 308 
(e.g., a private branch exchange (PBX), or a public 
switched telephone network (PSTN)). Alternatively, a 
local financial institution computer system 306 may 
interface with the paging terminal 302 via the local 
video display terminal (VDT) or console interface (i.e., 
the dedicated computer interface) 310, following con- 
ventional RS-232 or RS-422 in a known way. 

The automatic telephone interface 304 normally an- 
swers an incoming call and prompts a caller (e.g., a 
calling financial institution computer system) through a 
preliminary identification and security procedure (e.g., 
entering a caller identification and an optional pass- 
word). Subsequently, the paging terminal 302 may 
prompt the caller for a page request. Typically, the 
prompting and the handshaking between the caller and 
the paging terminal 302 is handled with a tone protocol 
(e.g., DTMF) (402) and/or a modem protocol 404, in a 
known way. When the page request is received from 
the caller, a controller 412, such as a microprocessor, 
verifies the requested pager address to a local database 
of valid pager addresses and message formats in an area 
of memory 414, and the paging terminal controller 410 
instructs the automatic telephone interface 304 for sub- 
sequent prompting to the caller. Additionally, an ac- 
cepted page request may be transferred from the auto- 
matic telephone interface 304 to the paging terminal 
controller 410 via the input control bus 411, and stored 
into an area of memory 414. Preferably, a representation 
of the current time (i.e., a time stamp) may be stored 
into memory 414 along with the accepted page request 
by the real time clock 416. Hence, time information may 
be included with the message that is transmitted to the 
selective call receiver 200. Once the page request is 
accepted, the automatic telephone interface 304 may 
terminate the call with the caller, thereby maintaining 
an overall communication system throughput by allow- 
ing other callers to access the communication system. 
However, in an alternate system embodiment, the caller 
may remain on the line to confirm that the electronic 40 
wallet 100 received and acknowledged the message. In 
this case, the selective call receiver 200 of the electronic 
wallet 100 may acknowledge back to the paging system 
300, and consequently to the financial institution com 
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typically responsible for sending the encoded page in- 
formation to the paging transceiver 312 (i.e., via a syn- 
thesizer output bus 422 and the transmitter control mod- 
ule 430), which routes the page over the paging system 
channel. Therefore, a page request may be received and 
accepted by the paging terminal 302, stored into a desig- 
nated area of memory 414, and subsequently transmit- 
ted to a selective call receiver 200 subject to the avail- 
ability of the paging system channel. 

Moreover, the selective call receiver 200 of the elec- 
tronic wallet 100 may transmit a message to the finan- 
cial institution computer system 306, via the paging 
system 300. The transmitted message may be received 
and routed to the paging terminal 302 by the paging 
transceiver 312, using conventional techniques. Once 
the address information is determined to select the pag- 
ing terminal 302, the message may be decoded by a 
financial message decoder 440 and subsequently cou- 
pled to a designated area of memory 414. Optionally, a 
time stamp (416) may also be stored in memory 414. 
According to the communication system configuration 
and the optional second address information that may 
be included with the message, as discussed earlier, the 
paging terminal controller 410 may instruct the auto- 
matic telephone interface 304 to dial-out to a corre- 
sponding financial institution computer system 306. 
Lastly, the message may be coupled to the financial 
institution computer system 306. Therefore, the elec- 
tronic wallet 100 may initiate a transaction (e.g., a finan- 
cial transaction) by transmitting a message to the finan- 
cial institution computer system 306 via the paging 

system 300. 

Referring to FIGS. 5A thru 5E, a number of exem- 
plary transactions for the communication system 300 of 
the present invention are shown. These transactions 
represent a number of pos?jh)e ^nan^s melnriinp 
Transaction s, purphase franc^i/wc, q»h multiple aW. 
tronic wallet transactions, as will be subsequendv more 
full y discussed. 

In FIG. 5A, a financial institution 500 sends a mes- 
sage to an electronic wallet 502 to perform a transac- 
tion. Some examples of such a transaction may include 
periodic credits to an account (e.g., such as a payroll 
direct deposit of one's salary to a bank account) or 



puter system 306, that the message was received and 45 periodic debits to an account (e.g., automatic payment 



acknowledged by the electronic wallet 100, as similarly 
discussed in U.S. Pat. No. 4,951,044, issued Aug, 21, 
1990, to Nelson et al. and entitled "Paging Terminal 
Apparatus with User Selectable Page Forwarding Ca- 
pability and Methodology Therefor'*. 50 

The page request information that is stored into an 
area of memory 414 typically comprises a pager address 
and a message formatted to the requirement of the par- 
ticular page request, using known coding schemes (e.g., 
POCSAG and GSC). Once the page is ready to be sent 55 
to the selective call receiver 200, a multi-coding synthe- 
sizer module 420 receives the pager address information 
and the formatted message from the memory module 



of expenses such as mortgage payments and car loan 
payments out of a bank account). In these examples, the 
financial institution 500 normally updates an account 
balance at the financial institution computer system 306 
(see FIG. 3). However, a message may also be periodi- 
cally transmitted from the communication system 300 
to the electronic wallet 502 to update a corresponding 
balance in the memory 206 (see FIG. 2A) of the elec- 
tronic wallet 502. In this way, the electronic wallet 502 
may maintain current financial information that may 
include a balance summary of financial transactions for 
an account at a financial institution 500. Another exem- 
plary transaction for FIG. 5A may be initiated by an 
operator of the communication system to control user 



414 (i.e., via an output control bus 418). The pager 

address information instructs the multi-coding synthe- 60 access to a lost electronic wallet 502. It is not normally 

sizer module 420 as to what pager address and type of initiated by the electronic wallet 502, and therefore it is 

page encoding is needed to effectively transmit the page represented as a one way communication from the fi- 

to the selective call receiver 200. nancial institution 500 to the electronic wallet 502. 

The paging terminal controller 410 finally instructs In FIG. SB, an electronic wallet 51Q i n itiates a trans - 

the transmitter control module 430 to turn "on" the 65 action with a financial institution by sending a mes - 

paging transceiver (e.g., paging transmitter basestation) sage to the financial institution 512, This message ma y 

312 and begin transmitting over the paging system be entered into the financial institution computer system 

channel. The multi-coding synthesizer module 420 is 306 (see FIG. 3) in a number of ways, as will be dis- 
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cussed below. Subsequently, the financial institution 512 computer system 306 using a more secure and reliable 
sends a message to the electronic wallet 510 via the communication medium (e.g., dedicated lines). In a 
communication system 300. In this way, a transaction sixth way for initiating the transaction, the electronic 
may be initiated from the electronic wallet 510 and wallet 510 may couple the message to the communica- 
verified and recorded at the financial institution 512. 5 tion system via telephone lines. This method may use 
Further, the electronic wallet 510 may receive a confir - tone and/or modem communication to initiate the trans- 
mation m essage from the financial institution 512 to action. A major advantage of this approach for initiat- 
verifv at the electronic wallet 510 the transaction wit h . ing transactions is the common availability of telephone 
the message, and to update a balance in memnrv 206 i mes . The transaction may be performed and confirmed 
(see FKLJAi in rrnpnnce^tQ rm^g» An »™™p 1 ' > 10 totally over the telephone. However, a subsequent con- 
of such a transaction may include a cash transaction firmation message may preferably be sent by the finan- 
(i.e., where the electronic wallet 51U communicate! cial institution via the communication system 300, 
with the financial institution 512 to modily an amount Tn thereby causing a balance to be updated in memory 206. 
an account balance, such as by transferring cash from This dual communication for the transaction confinna- 
one account balance to another ' accQunlbalance),Addi - 15 tion message adds another desirable level of verification 
ttonally. th e electronic wallet 510 mav initiate a transa c- and security to the communication system 300. 
tion to transfer cash from a borrowing account balanc e In FIG. 5C, an electronic wallet 520 initiates a trans- 
to a cash account balance. Hence, the user of the elec - action with a financial institution 522 and a third party 
tronic wallet 510 mav borrow cash from a crediLAC- (eg., an establishment or a secondary financial institu- 
.count on dem and (e.g.. an unsecured emergency bor- 20 tion) 524 by sending a message to the financial institu- 
rowing fund account ha ving fl lim mT W ei \ W-ftl lifl^tr tion 522 via the third party 524. This message may be 
QiLa floatin g home equity loan ac count wfrh a simifcr t entered through the third party 524 in a number of 
^prearranged borrowing limit ). -J ways, as previously discussed for FIG. 5B. Subse- 

A number of ways may be available for initiating the quently, the financial institution 522 may send a message 
transaction from the electronic wallet 510. First, the 25 to the electronic wallet 520 via the communication 
electronic wallet 510 may print (118) a check or system 300. In this way, a transaction may be initiated 
voucher 120 that is presented to the financial institution from the electronic wallet 520 via a third party 524, and 
512 to initiate the transaction. Second, an information verified and recorded at the financial institution 522. 
may be displayed (108) to a representative of the finan- Moreover, the electronic wallet 520 may receive a con- 
cial institution 512, thereby presenting transaction infor- 30 firmation message from the financial institution 512 to 
tnation via the display 108 to initiate the transaction. verify at the electronic wallet 520 the transaction with 
Consequently, in these cases, the financial institution the message, and to update a balance in memory 206 
512 receives the information for the transaction with (see FIG. 2A) in response to the message. An example 
some manual intervention, since a user may enter trans- of such a transaction may include a cash transaction 
action details into the electronic wallet 510 via user 35 (i.e., where the electronic wallet 520 communicates 
input controls 209. However, it requires minimal labor with the financial institution 522 to modify an amount in 
by the user of the electronic wallet 510. And, it signifi- an account balance* as discussed earlier). Additionally, 
cantly enhances the organization and maintenance of the electronic wallet 520 may initiate a purchase trans- 
information in the electronic wallet 510 as part of mak- action via a third party 524. In these cases, the elec- 
ing transactions. A third way for initiating the transac- 40 tronic wallet 520 may initiate the transaction by one of 
tion comprises presenting the universal financial card the aforementioned means (e.g., presenting a check or 
130 (see FIG. 1) as representation for a pre-approved voucher 120 to the third party 524, presenting informa- 
financial card 126. The universal financial card 130 may tion on the display 108 to the third party 524, presenting 
be written with a representation of at least one of finan- a financial card 130 to the third party 524, transmitting 
cial information that is stored in the electronic wallet 45 a message including information relating to a balance to 
510 and the balance corresponding to a financial institu- communication system terminal equipment correspond- 
tion account. In this way, a user may initiate a transac- ing to the third party 524, coupling the message to the 
tion by presenting a financial card 130. Additionally, a communication system terminal equipment correspond- 
user may enter transaction details into the electronic ing to the third party 524 via the computer interface 
wallet 510 via user input controls 209 as necessary. A 50 236, and coupling the message to the communication 
fourth, way for initiating the transaction comprises system terminal equipment corresponding to the third 
transmitting from the electronic wallet 510 a message party 524 via tone and/or modem communication). The 
including information relating to the balance. Typically, third party .524 subsequently handshakes the informa- 
a communication system terminal equipment (e.g., a tion with the financial institution 522, thereby receiving 
paging transceiver 312 (see FIG. 3)) may receive the 55 a confirmation of the transaction from the financial 
message and route it to the financial institution com- institution 522. For example, handsha king may frap- 
puter system 306, as discussed earlier. A significant died using a conventional point oLsale^(PQ fi) terminal 
advantage is that the electronic wallet 510 may be car- e quipment after an establishment 524 receives the uni - 
ried on one's person to perform transactions without versa! financial caro lab from a customer, ^n, a pprgvpl 
requiring a physical connection to the communication 60 code provided to the establishment 524 bv the financi al 
system terminal equipment A fifth way for initiating lngfifritinn ™ ~-y — ™» «s n f^nfirmatinn pf tt»» tronc. 
the transaction, comprises coupling the electronic wal- action. And lastly, the financial institution 522 sends a 
let 510 to the communication system terminal equip- confirmation message to the electronic wallet 520 via 
ment via the computer interface 236 (see FIG. 2B)> as the communication system i6u. Once thq f rp^sactioT js 
discussed earlier. Although this coupling may require 65 ygrifigfl pnd_ confirmed by the financial institution 522. 
the user to be present at a designated location for the an establishment 524 may provide nurchased-goods ox 
communication system terminal equipment, the mes- service as pari oJLthe transaction. Subsequently, the 
sage may be communicated to the financial institution electronic wallet 520 may receive a confirmation mes- 
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sage from the financial institution 522 via the communi- In FIG. 5E, a plurality of electronic wallets (540 and 
cation system 300 to confirm the transaction informa- 546) share an account in a financial institution 544. 
tion, and/or to update a balance in memory 206 to sum- When any one of the electronic wallets (540) may initi- 
marize transaction activity for an account in the finan- ate a transaction (e.g., a purchase transaction with a 
rial institution 522. 5 third party 542), the transaction is confirmed and up- 

In FIG. 5D, an extended transaction (e.g., an ex- dated for each of the plurality of electronic wallets (540 
tended purchase transaction) is shown. The information and 546) by the financial institution 544 via the commu- 
for the transaction may be initially captured from the nication system 300. In this way, all the electronic wal- 
establishment 532 by using the bar code reader 116 (see lets that share a common account with the financial 
FIG. 1). Consequently, entering transaction details may 10 institution 544 may be updated with current financial 
be more efficient and reliable. This is especially advan- information and/or a current balance summary of trans- 
tageous in capturing very detailed or voluminous trans- action activity for the account Moreover, a first wallet 
action information (e.g., purchasing groceries from a 540 may be capable of updating financial information 
supermarket). For example, the electronic wallet 530 for a second wallet 546 (i.e., similar to the cash transac- 
may read bar codes directly from products on the super- 15 tion discussed above) to update an account limit or 
market shelves, or preferably from a catalog, to effi- other transaction information for the second wallet 546 
ciently capture product details and optionally to com- via the financial institution 544 and the communication 
pare product attributes and alternatives within the elec- system 300. Additionally, a security transaction (i.e., a 
tronic wallet 530. Once detailed transaction information lost electronic wallet 546 requiring a user access control 
is captured in the electronic wallet 530, a transaction 20 message to be sent by the communication system 300) 
(e.g., a purchase transaction) may be initiated with the may be updated to all electronic wallets (540 and 546) 
establishment 532 and the financial institution 534, as that share the account. Consequently, at least one elec- 
discussed earlier. Preferably, communication system tronic wallet 546 may be secured accordingly, and 
terminal equipment may be located at the establishment other member electronic wallets (540) may be updated 
532 (e.g. p the supermarket checkout area). As discussed 25 with the security transaction information, as may be 
earlier, such equipment may receive a message from the necessary for security procedures by the electronic 
electronic wallet 530 to initiate the transaction. The wallets (540 and 546) in the communication system 300. 
message may be transmitted by the electronic wallet Lastly, the first wallet 546 may be capable of monitor- 
530, may be coupled to the communication system ter- ing transaction activity (e.g., financial transaction activ- 
minal equipment via the computer interface 236, or may 30 ity such as purchasing or other expenses) for the second 
be coupled to the communication system terminal wallet 540, including a balance summary for transac- 
equipment via tone and/or modem communication. In tions initiated by the second wallet 540. This may be a 
this way, an extended purchase transaction (e.g., a su- powerful management tool for maintaining current re- 
permarket purchase transaction) may be initiated by the cords of transaction activity by individuals. A number 
electronic wallet 530. Subsequently, a confirmation 35 of advantages presented herein and other advantages 
message may be received by the electronic wallet 530 for updating transaction information and/or updating a 
from the financial institution 534 via the communication balance for each of the plurality of electronic wallets 
system 300 to confirm the transaction information, and- (540 and 546) may be appreciated, 
/or to update a balance in memory 206 to summarize Referring to FIGS. 6A thru 6D, a flow diagram for a 
transaction activity for an account in the financial insti- 40 controller 205 (see FIGS. 2A and 2B) of an exemplary 
tution 522. electronic wallet 100 is shown, in accordance with the 

A major advantage in the aforementioned extended present invention. In view of the financial transactions 
purchase transaction (e.g., the supermarket purchase previously discussed for FIGS. 5A thru 5E, the elec- 
transaction), may be provided to the establishment 532. tronic wallet 100 may detect a page 602, and subse- 
The establishment 532 may segregate a customer show- 45 quently decode and decrypt at least a portion of a mes- 
room area from a main product warehousing area, sage received. A security transaction 606, as discussed 
thereby optimizing the use of space and other resources for FIG. 5A, may cause the controller 205 to secure 
(e.g., electricity, lighting, air-conditioning, personnel, access to functions 608 of the electronic wallet 100, as 
etc.). A customer may scan bar codes with the bar code discussed earlier. In a second example, a cash transac- 
reader 116 (see FIG. 1) from a catalog or from exem- 50 tion may cause a credit 610 or a debit 614 to a balance 
plary products that may be stocked in unit quantities at in memory 206, as part of confirming a transaction for 
the customer showroom. Once the extended purchase the electronic wallet 100. Alternatively, a transaction 
transaction is initiated and confirmed, the purchased may be initiated by a user of the electronic wallet 100, 
goods may be collected by warehousing personnel, typically entering user input controls 209 to identify the 
transferred from the product warehousing area to the 55 type of transaction (e.g., a cash transaction 620, a pur- 
customer showroom area, and delivered to the cus- chase transaction 626, and an extended purchase trans- 
tomer. Optionally, the supermarket may receive a pur- action 630). Subsequently, the user may enter details of 
chase request from a remotely located customer (i.e., the transaction (622, 628, or 634) (e.g., mode of initiat- 
initiated by the customer using a catalog and an elec- ing the transaction, an amount, a financial institution 
tronic wallet 530 via tone and/or modem communica- 60 account identification, date information, etc.) via the 
tion over telephone lines). Then, upon a confirmed user input controls 209. In the extended purchase trans- 
purchase transaction (i.e., confirmed for the supermar- action 630, the electronic wallet 100 may additionally 
ket and for the electronic wallet 530), the purchased capture product bar code information 632, as discussed 
goods may be delivered to the remotely located cus- earlier. 

tomer. Therefore, an efficient product warehousing 65 Once the transaction information details are cap- 
operation, order processing operation, and a convenient tured, the controller 205 may continue 624 to determine 
customer showroom may significantly enhance the per- the appropriate action necessary for the selected mode 
formance of a supermarket business. of initiating the transaction (e.g., wireline 638, wireless 
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644, financial card 652, or hardcopy). For the wireline transaction details are stored in memory 414 (752, 754, 

communication 638 (e.g., using tone and/or modem 734, 736, 738, 710, and 712). 

communication over telephone lines), the controller 205 In similar fashion, the purchase transaction 714 ex- 
may subsequently configure the telephone interface tracts the transaction details from the message and veri- 
circuitry 230, the DTMF transceiver 234, and the 5 fies the transaction details accordingly (716, 760, 762, 
modem 232 as necessary for communicating a message. and 764). An invalid purchase transaction determination 
The controller 205 may then encrypt and encode the rnay designate the message as invalid 768. Conversely, a 
message as necessary, and send the message via tone valid purchase transaction request may cause an ac- 
and/or modem communication. Additionally, a record count balance to be updated 766 for the financial com- 
of the initiated transaction information may be logged 10 P^ter system 306. In either validity determination, a 
(i.e., stored into memory 206) (642, 6360. For the wire- wireline transaction may optionally be confirmed via 
less communication 644, the controller 205 may subse- wireline interface 770. Subsequently, a confirmation 
quently turn "on" the transmitter and begin transmit- message may be sent to at least one selective call re- 
ting protocol 646 following a standard protocol, as cjeiver 200 of an electromc wallet 100 via the communi- 
discussed earlier. Lastly, the controller may encrypt 15 c* 1 * 0 * 1 svstem m: ^ ch electronic wallet 100 that is 
and encode the message as necessary, and transmit the member of an account in the financial institution corn- 
message 648. Additionally, a record of the initiated P uter svstem 306 may be updated with the confirmation 
transaction information may be logged into memory message, similar to the cash transaction confirmation 
206. For the financial card transaction (650 and 652), the communication sequence discussed above. Also, a log 
controller 205 may write (U8) at least one of a financial 20 of confirmation message communication activity 
information and a balance to the universal financial card and fr«"«aion details are similarly stored in mem- 
130. As part of the writing process, a writing status orv ; . . . . , r 
indication may be indicated to the user. Subsequently, a Moreover a transaction may be imtiated from an 
record of the initiated transaction information may be , € ^ let 1( * Via wireline commumcation (800 
logged into memory 206 (656 and 636). For the hard- 25 80 ?' Pf V**™ 300 mav au omatically 
copy transaction 658, the electronic wallet 100 may tel «P hon * Pf°™ f connection pre- 
print 660 a check or voucher 120 as necessary, and log f m . ^*?*$" **l h S ™ h ' * J 0 * * 

• r * * A • « -in/z^-i 5 tronic wallet 100 or a third party, such as an establish- 

tne transaction information mto memory 206 (662 and . , r : . . . . ,. , 

Tu™r« « w . • \ . . . ment or a secondary financial institution, as discussed 

636). Therefore, a number of transactions may be uiiti- ln Mr1 - mgtcc ' r ^ mixtgmei • -^ t - ' „ rtfTimiin :„ a 

u.. *i i i * ii * -rut a. 30 earlier, l ne message received via wireline communica- 

!S^ y ^nT P 7 r ° mC m AI ?K a may comprise tone and/or modem communication. 
ST C ° nf Tf^ g ? \? * r f~ Ived , b y After decoding and decrypting a message 806, as 
the electfonic wallet 100, similar to the cash transaction ^ ^ either i user access control request 808, a cash 
discussed above. The message may be decoded and at rcquest 826( or a purchasc transaction re- 
least a portion of the message decrypted 604 Conse- 35 t m ^ rec0gni2ed by the exemplary system, 
quently a confirmation message may lead to a balance A m f requesting a user access con- 
being updated in memory (610 and 612, or 610, 614, and ^ t0 ^ updated for at least one electronic wallet 100 ) 

J", . .... . .. may be validated (810) by the communication system 

Referring to FIGS. 7 thru 12, a number of flow dia- 300. A valid request may update an access security 
grams illustrate some operations^ the exemplary com- 40 information for an account 812 in the financial institu- 
munication system of FIG. 3. The paging system 300 tion computcr system 306, and confirm and update the 
may receive and detect a page 702 from an electronic security message for each electronic wallet 100 that is a 
wallet 100. The message may then be decoded and mcmbcr of ^ account (814, 740, 742, 744, 746, 748, 
decrypted 704, as necessary. In this exemplary system 750i 752, and 754). Subsequently, a log of the transac- 
300, a cash transaction 706 or a purchase transaction 714 45 tion details may ^ storcd m mem ory 414, and a confir- 
may be initiated by a transmission from the electronic mation may be sent via wireline to the caller. An invalid 
wallet 100. request designates the security message as invalid, con- 
For the cash transaction 706, the paging terminal firms the attempt to all member electronic wallets, con- 
controller 410 may extract the cash transaction details firms the attempt via wireline to the caller, and logs the 
from the message (708, 720, and 722). Then, a verifies- 50 transaction into memory 414. The cash and the pur- 
tion of the transaction details 724 may invalidate the chase transactions (826 and 834) are handled as dis- 
transaction by designating the message as invalid 728. cussed earlier. A wireline confirmation to the caller and 
Conversely, a valid transaction request may cause an a log of the transaction into memory 414 then follows, 
account balance to be updated 726 for the financial What is claimed is: 
computer system 306. In either validity determination, a 55 1. An electronic wallet, comprising: 
wireline transaction may optionally be confirmed via storing means for storing at least a balance corre- 
wireline interface 730. Subsequently, a confirmation sponding to an account in a financial institution; 
message may be sent to at least one selective call re- selective call receiving means for receiving a wireless 
ceiver 200 of an electronic wallet 100 via the communi- message transmitted from a remote transmitter, the 
cation system 300. The message is normally formatted 60 wireless message including financial information 
according to the requirements of the communication relating to the balance for confirming a financial 
protocol (732, 740, and 742), and encrypted and en- transaction with the financial institution; and 
coded 744 as necessary. Then, in the exemplary paging updating means, coupled to the storing means and to 
system 300, the confirmation message is repeatedly the receiving means, for updating the balance in the 
transmitted to each selective call receiver 200 that is a 65 storing means in response to the wireless message, 
member of the account at the financial institution com- 2. The electronic wallet of claim 1, further compris- 
puter system 306 (746, 748, and 750). Lastly, a log of the ing bar code reading means coupled to the storing 
confirmation message communication activity and the means for reading into the storing means a representa- 
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tion of bar code information for initiating the financial 
transaction with the financial institution. 

3. The electronic wallet of claim 1, further compris- 
ing means for wireless transmitting a message including 
financial information relating to the balance for initiat- 5 
ing the financial transaction with the financial institu- 
tion. 

4. The electronic wallet of claim 1, further compris- 
ing means for encrypting and decrypting at least one of 

a financial information and the balance stored in the 10 
storing means, an encryption/decryption key being 
utilized by the means for encrypting and decrypting for 
securely receiving and decrypting the financial informa- 
tion relating to the balance, and for decrypting and then 
encrypting the balance for updating the balance in the 15 
storing means in response to the wireless message. 

5. The electronic wallet of claim 5, wherein the en- 
cryption/decryption key is stored in the storing means, 
and the selective call receiving means being capable of 
receiving a wireless access control message transmitted 20 
from a remote transmitter, the storing means being 
responsive to the access control message for erasing the 
encryption/decryption key from the storing means for 
securing the financial information and the balance 
stored in the storing means in response to receiving the 25 
access control message. 

6. The electronic wallet of claim 1, further compris- 
ing initiating means, coupled to the storing means and to 
the selective call receiving means, for initiating a finan- 
cial transaction, and receiving a confirmation of the 30 
financial transaction from the financial institution via 
the wireless message including financial information 
relating to the balance. 

7. The electronic wallet of claim 6, further compris- 
ing modem means coupled to the initiating means for 35 
initiating the transaction via modem communication. 

8. The electronic wallet of claim 6, further compris- 
ing tone transmitting means coupled to the initiating 
means for initiating the transaction via tone communi- 
cation. 40 

9. The electronic wallet of claim 6, further compris- 
ing verifying means, coupled to the selective call re- 
ceiving means and to the initiating means, for verifying 
the initiated financial transaction with the wireless mes- 
sage including financial information relating to the bal- 45 
ance. 

10. The electronic wallet of claim 1, further compris- 
ing printing means coupled to the storing means for 
printing at least one of a financial information and the 
balance, and for printing checks/vouchers for initiating 50 
financial transactions with the financial institution, each 
financial transaction being confirmed with a wireless 
message including financial information relating to the 
balance. 

11. The electronic wallet of claim 1, further compris- 55 
ing magnetic writing means coupled to the storing 
means for magnetically writing a representation of at 
least one of a financial information and the balance to a 
universal financial card for initiating the financial trans- 
action with the financial institution. 60 

12. The electronic wallet of claim 11, further com- 
prising indicating means for indicating the status of the 
magnetic writing means. 

13. The electronic wallet of claim 11, further com- 
prising magnetic reading means coupled to the storing 65 
means for magnetically reading into the storing means a 
representation of financial information from at least one 
financial card, the representation of financial informa- 
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tion stored in the storing means from one of the at least 
one financial card can be selectively written to the uni- 
versal financial card for initiating a financial transaction 
with a financial institution corresponding to the one of 
the at least one financial card. 

14. The electronic wallet of claim 1, further compris- 
ing securing means for controlling user access to func- 
tions of the electronic wallet, the securing means being 
responsive to a received wireless message comprising a 
user access control message. 

15. The electronic wallet of claim 14, further com- 
prising means for encrypting and decrypting at least one 
of a financial information and the balance stored in the 
storing means using a key stored in the storing means, 
and wherein the securing means in response to the user 
access control message erases the key to secure any 
encrypted at least one of the financial information and 
the balance and causes a flag to be stored in the storing 
means to prevent unauthorized use of the electronic 
wallet. 

16. In an electronic wallet, a method comprising the 
steps of: 

storing at least a balance corresponding to an account 
in a financial institution; 

automatically initiating a financial transaction with 
the financial institution from the electronic wallet; 

selective call receiving a wireless message transmit- 
ted from a remote transmitter, the wireless message 
including financial information relating to the bal- 
ance for confirming the financial transaction with 
the financial institution; and 

updating the balance in response to the wireless mes- 
sage. 

17. The method of claim 16, further comprising the 
step of reading bar code information for automatically 
initiating the financial transaction, and wherein the 
wireless message comprises a confirmation of the finan- 
cial transaction. 

18. The method of claim 16, further comprising the 
step of transmitting a wireless message from the elec- 
tronic wallet to a remote receiver including information 
relating to the balance for initiating the financial trans- 
action. 

19. The method of claim 16, further comprising the 
steps of encrypting at least one of a financial informa- 
tion and the balance and storing the encrypted at least 
one of the financial information and the balance in the 
electronic wallet. 

20. The method of claim 16, further comprising the 
step of decrypting at least one of an encrypted financial 
information and an encrypted balance. 

21. The method of claim 20, wherein the decrypting 
step decrypts an encrypted financial information in- 
cluded with a received wireless message and further 
decrypts an encrypted balance stored in the electronic 
wallet to provide an undatable balance for updating the 
updatable balance in response to the received financial 
information included with the wireless message con- 
firming the financial transaction with the financial insti- 
tution. 

22. The method of claim 16, further comprising the 
step of magnetically writing a representation of at least 
one of a financial information and the balance stored in 
the electronic wallet to a universal financial card for 
initiating a financial transaction with the financial insti- 
tution having an account corresponding to the balance. 

23. The method of claim 16, further comprising the 
steps of magnetically reading a representation of finan- 
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rial information from at least one financial card corre- 
sponding to at least one account in at least one financial 
institution, storing the read representation of financial 
information into the electronic wallet, and magnetically 
writing a representation of the stored financial infonna- 5 
tion corresponding to one of the at least one account to 
the universal financial card for initiating a financial 
transaction with the one of the at least one account in 
the at least one financial institution corresponding to the 
stored financial information. 10 

24. The method of claim 16, further comprising the 
step of verifying the automatically initiated financial 
transaction with the received wireless message includ- 
ing financial information relating to the balance for 
confirming the financial transaction with the financial IS 
institution. 

25. The method of claim 16, further comprising the 
step of printing at least one of a financial information 
and the balance, and printing checks/vouchers for initi- 
ating financial transactions with the financial institution, 20 
each financial transaction being confirmed with a wire- 
less message including financial information relating to 
the balance. 

26. The method of claim 16, further comprising the 
step of storing a flag in the electronic wallet for prohib- 25 
iting user access to financial functions of the electronic 
wallet in response to a received wireless message com- 
prising a user access control message. 

27. The method of claim 24, further comprising the 
steps of: 30 

encrypting at least one of a financial information and 
the balance stored in the electronic wallet using a 
key stored in the electronic wallet; 

decrypting the at least one of the financial informa- 
tion and the balance stored using the key; and 35 

securing any of the encrypted at least one of the 
financial information and the balance stored in the 
electronic wallet by erasing the key in response to 
the received user access control message. 

28. A communication system for communicating 40 
financial information, comprising: 

storing means for storing at least a balance corre- 
sponding to an account in a financial institution; 

paging system transmitting means coupled to a com- 
puter system associated with the financial institu- 45 
tion for transmitting a wireless message including 
information relating to the balance corresponding 
to the account in the financial institution, the wire- 
less message confirming a financial transaction 
with the financial institution; 50 

selective call receiving means for receiving the wire- 
less message from the paging system transmitting 
means; and 

updating means, coupled to the storing means and to 
the selective call receiving means, for updating the 55 
balance in the storing means in response to the 
wireless message. 

29. The communication system of claim 28, further 
comprising initiating means, coupled to the storing 
means and to the selective call receiving means, for 60 
initiating a financial transaction, and wherein the re- 
ceived wireless message comprises a confirmation of the 
initiated financial transaction. 

30. The communication system of claim 29, further 
comprising verifying means, coupled to the selective 65 
call receiving means and to the initiating means, for 
verifying the initiated financial transaction with the 
received wireless message. 
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31. The communication system of claim 29, further 
comprising modem means coupled to the initiating 
means for initiating the transaction via modem commu- 
nication. 

32. The communication system of claim 28, further 
comprising electronic wallet transmitting means, cou- 
pled to the storing means and the selective call receiv- 
ing means, for transmitting a wireless message from an 
electronic wallet to a paging receiver, the wireless mes- 
sage including information relating to the balance for 
initiating a financial transaction with the financial insti- 
tution. 

33. A communication system, comprising: 

means for entering a financial transaction into the 
communication system from one of a plurality of 
associated portable data devices; and 

means for updating the financial transaction from the 
communication system to the one of the plurality 
of associated portable data devices and to at least a 
second portable data device of the plurality of 
associated portable data devices via wireless mes- 
sage communication from at least one remote trans- 
mitter. 

34. The communication system of claim 33, wherein 
the communication system comprises a financial institu- 
tion computer system coupled to a paging system capa- 
ble of coupling the entered financial transaction to the 
financial institution computer system, and the updating 
means comprises a paging system transmitting means 
coupled to the financial institution computer system for 
transmitting paging information including wireless mes- 
sage communication to update the financial transaction 
at the one of the plurality of portable devices and at the 
at least a second portable data device. 

35. The communication system of claim 33, wherein 
the means for entering a transaction comprises modem 
means for communicating via modem communication. 

36. An electronic wallet, comprising: 

storing means for storing at least a balance corre- 
sponding to an account in a financial institution; 

selective call receiving means for receiving a wireless 
message transmitted from a remote transmitter, the 
wireless message including financial information 
relating to the balance for confirming a financial 
transaction with the financial institution; 

updating means, coupled to the storing means and to 
the selective call receiving means, for updating the 
balance in the storing means in response to the 
wireless message; 

wireless message transmitting means, coupled to the 
storing means and to the selective call receiving 
means, for initiating a financial transaction with the 
financial institution by transmitting a wireless mes- 
sage including financial information corresponding 
to the account, the selective call receiving means 
operating to receive a confirmation of the financial 
transaction by receiving the wireless message 
transmitted from the remote transmitter and in- 
cluding the financial information relating to the 
balance; 

modem means coupled to the initiating means for 
initiating the financial transaction with the financial 
institution via modem communication, and then 
confirming the financial transaction by the selec- 
tive call receiver subsequently receiving the wire- 
less message from the remote transmitter; 

verifying means, coupled to the selective call receiv- 
ing means and to the wireless message transmitting 



01/07/2003, EAST version: 1.03.0002 



means, for verifying the financial transaction with . 
the received wireless message including financial 
information relating to the balance; 
printing means coupled to the storing means for print- 
ing check/vouchers for initiating financial transac- 5 
tions with the financial institution, each financial 
transaction being confirmed with a wireless mes- 
sage including financial information relating to the 
balance; 

magnetic reading means coupled to the storing means 10 
for magnetically reading into the storing means a 
representation of financial information from at least 
one financial card; 

magnetic writing means coupled to the storing means 
for magnetically writing a representation of the 15 
financial information stored in the storing means 
from one of the at least one financial card to a 
universal financial card for initiating a financial 
transaction with a financial institution correspond- 
ing to the one of the at least one financial card, the 20 
financial transaction being confirmed by the selec- 
tive call receiver subsequently receiving the wire- 
less message from the remote transmitter; 
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timer means coupled to the storing means for storing 

time information in the storing means; and 
. securing means, responsive to a received wireless 
message having access control information, for 
prohibiting user access to financial functions of the 
electronic wallet. 

37. The electronic wallet of claim 1, wherein the 
selective call receiving means comprises a paging re- 
ceiver for receiving a page as the remote wireless mes- 
sage from a paging system. 

38. The electric wallet of claim 6, wherein the initiat- 
ing means comprises a transmitting means for transmit- 
ting a wireless paging message to a remote paging re- 
ceiver coupled to a financial computer system of a fi- 
nancial institution to initiate the financial transaction via 
a paging system, the selective call receiving means sub- 
sequently receiving a confirmation of the initiated finan- 
cial transaction from the financial computer system of 
the financial institution by receiving a wireless paging 
message transmitted from a remote paging transmitter, 
the received wireless paging message including finan- 
cial information relating to the balance. 

***** 
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